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Tsinghua-Secure

f

EINF P 250 F P s AV R i K5 A1 7E usereg. tsinghua. edu. cn B 1
802. 1x M4, sTMA;

ﬁ The Wi-Fi network “Tsinghua-Secure” requires
H- WPAZ2 enterprise credentials.
v

Mode:  Automatic

Username: I

Password: | |

|| Show password
) Remember this network

(2 . Cancel | Jain




® Verify Certificate
— Authenticating to network “Tsinghua-Secure”

[ Before authenticating to server "tsinghua.edu.cn”, you should examine the server's
ij certificate to ensure that it is appropriate for this netwark.

To view the certificate, click ‘Show Certificate’

? Show Certificate Cancel @

4, %HE 802. 1XSSID: Tsinghua—Secure JG& /R A MAC FEHLIIK 5 A0S AR [T
W ER IR I 5 5 ) 38— ORI & B, 2 APl SN )G 52 e & .

[ 1
- You are making changes to your Certificate
; . Trust Settings.
'l
1 Enter your password to allow this.
[JEE
User Name:  Owers

Passwordf %A EHIAVELET
{NEraEn |

HEL, LA

S

2.6 Linux 24 FECE 802.1x HAC B /i

1. Pl Cent0S 7.0 9%, WHERAS: Linuxversion3.10.0-957.1.3.el7.x86_64
1.1, ERALER T i
O SERER “FE”7 o “Hith” FERR, RIEIERE “select network” :



Wi-Fi Not Connected -

Select Network

Turn Off

Wi-Fi Settings

OnePlus 6 Off »

3 On »

@ 1:51 Remaining (44 %) »

& root »
e e

—
—
L]

Wi-Fi Metworks
Select a network

DIRECT-FMD
Isinghua-Secure
singhua-IPvad
Tsinghua-IPv6
Tsinghua-FCE M4E

AndroidAP

B504

Cancel

@ HFEHH R AMES, B “Authentication” #EFN “Protected EAP (PEAP) 7 , “2Ji%k “No CA

certificate is required” , “ PEAP version” % # & “Automatic” , “Inner



authentication” 1EFEA “MSCHAPv2” , Eafi AR 4. %68, BIATEERI).
Wi-Fi Metwork Authentication Required x

) Authentication required by Wi-Fi network

Fasswords or encryption keys are required to access the WIi-Fi
network “Tsinghua-Secure”.

Wi-Fi security: WPA & WPA2 Enterprise -

Authentication: Protected EAP (PEAP) -

Anonymous identity:
Domain:
CA certificate (Mone) -

CA certificate password:

Show passwords

[#} No CA certificate is required
PEAP version: Automatic =
Inner authentication: MSCHAPvZ -
Username:
Password: sesssnsne i
(] Show password
Cancel Connect

1.2, A ATIER A
@ fE Terminal 1, Widard “iw dev” BHHILLM RHIFRIH:

File Edit WView Search Terminal Help

[root@localhost ~]# iw dew
phy#e
Unnamed/non-netdev interface
wdev 8x2
addr dc:53:68:

type P2P-device
In'ter'Far:e
iTindex 3

wdev 8x1
addr ¢6:14:71
type managed

@ NI A4, QUE T IERE 802, 1x o2k P45 I HC B ST



[root@localhost ~]# nmcli connection edit type wifi con-name Tsinghua-Secure
===| nmcli interactive connection editor |===
Adding a new '802-11-wireless' connection

Type 'help or '7' for available commands.
Type 'describe [<setting>.<prop=]' for detailed property description.

You may edit the following settings: connection, 882-11l-wireless (wifi), 802-11-wireless-security (wifi-sec), 882-1x, ipv4, ipv6, tc, proxy
nmcli> set 882-11-wireless.ssid Tsinghua-Secure

nmcli> set 802-11-wireless-security.key-mgmt wpa-eap

nmcli= set 862-1x.eap peap AR

nmcli= set 862-1x.identity

nmcli> set 802-1x.password =5

nmcli> set 882-1x.phase2-auth mschapv2

nmcli> set ipv4.method aute

nmcli> set ipve.method aute

nmcli> save

saving the connection with ‘autoconnect=yes'. That might result in an immediate activation of the connection.
Do you still want to save? (yes/no) [yes] yes

Connection 'Tsinghua-Secure' (dcl79cd4-c9e5-4471-957a-7516c36e2705) successfully saved.

nmclix

@ BT N e, BE ARSI & S
# nmcli connection show

[root@localhost ~]# nmcli connection show

NAME uuIp TYPE DEVICE
virbre 222feb90-dcf6-4759-8ebd- fad745902673 bridge virbre
Centos flebe743-112c-401le-9cc4-0c29859bb342 bluetooth -
enpds2s 9d@8b833-bfeb-4243-adl16- fEbB27echld3 ethernet --

Tsinghua-Secure 5dag3clb-cT43-4042-8442-94918ae75205 wifil -

@ a4, KNG E L E SR E BRI R
#nmcli connection up Tsinghua—-Secure ifname wlO1

[rooi@localhust ~]# nmcli connection up Tsinghua-Secure ifname wlol
Connection successfully activated (D-Bus active path: /org/freedesktop/NetworkManager/ActiveConnection/12)

® BEHE T RINERES] 802. 1x MIZ% K K (K] TP Hihk
# nmcli connection show

# ifconfig wlol

[root@localhost ~]# nmcli connection show

TTTR AN IXBE E
|Ts;nghua-Se(ure d331cel6-c551-47de-bd95-0c958ce76d60 wifi wlol
viiToTuo HI/UdIUL o110 /T Uo7 19" 0Uo U7 00al1UT UTiuygc viTUTVU
Centos fl6be743-112c-401e-9cc4-0c29859bb342 bluetooth --
enpos2s 9do8be33-bf8b-4243-ad16-T8b827ecb103 ethernet -
[root@localhost ~]# ifconfig wlol
wlol: f

inet 183.173. netmask 255.255.248.0 broadcast 183.173.111.255

inet6 2402:1000:3:6801:aldf: 0] prefixlen 64 scopeid 0x@<global>
20 3100 DI ETIXtEn O StopeIy URZUSTINRS

ether dc:53:60: txqueuelen 1600 (Ethernet)

RX packets 304601 bytes 18561610 (17.7 MiB)

RX errors © dropped © overruns © frame ©

TX packets 5088 bytes 1509592 (1.4 MiB)

TX errors © dropped © overruns © carrier ® collisions @

[root@localhost ~]# []

2. Pl Ubuntu16.04 + GUI N4
1. EFENE /7 =0 PEAP 287



2. AIEAEH CAET
3. WEBIAIF %3 MSCHAPV2 2K 7Y

4. HE R M 44 UL AE https://usereg. tsinghua. edu. cn M35 NIEM T 802. 1x 545
B Wi-Fi Network Authentication Required -+ X

Q) Authentication required by Wi-Fi network
L2y

Passwords or encryption keys are required to access the Wi-Fi
network 'Tsinghua-Secure'.

Wi-Fi security: WPA & WPA2 Enterprise  ~

Authentication: 1 Protected EAP (PEAP) A

Anonymous identity: | |

CA certificate: (None) [~

2 No CA certificate is required

PEAP version: .Automatic -

Inner authentication: 3 | MscHAPv2 v

Username: “ ]

Password: 4 e i |
("] Show password

XcCancel || #connect

= APRS

AR, A e R RTaE Id DA O SRR A B R %5

P HLIE: 010-62784859

ARS5 A its@tsinghua. edu. cn

PR IRSS: A5 RACHOR LIRSS KT (BB R ZR 21 TA128%)
AAE S SRV “TEERFEEMRS 7, Wi 2% R 55k BUHEAT &
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